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I would like to begin by 
acknowledging the Traditional 
Owners of the land on which we’re 
meeting today and pay my 
respects to their Elders, past and 
present.
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I would like to acknowledge and 
thank all PhD students and the 
research and engineering staff who 
contributed to this work. All work 
presented here was done at CSIRO, 
where I am involved in some 
capacity.



CSIRO’s focus areas
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Agriculture and Food

Energy

Health and Biosecurity

Environment

Manufacturing

Mineral Resources 

Space & Astronomy

Australian Centre for Disease 
Preparedness (ACDP)

Marine Facility

National Computing 
Infrastructure

Research Collections 

Data61



Big ideas start here
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CSIRO’s Data61: Australia’s Largest Data & Digital 
Innovation R&D Organisation

1000+
talented people 

(including 
affiliates/students)

Data61 
Generated 

18+ Spin-outs
130+ Patent 

groups

200+
Gov & 

Corporate 
partners

Facilities
Mixed-Reality Lab

Robotics Inno. Centre

AI4Cyber HPC Enclave 

300+ 
PhD students

30+
University collaborators 

AI 
Responsible AI

Privacy & RegTech

Engineering & Design of 
AI Systems 

Resilient & 
Recovery Tech

 Cybersecurity 

Digital Twin 

Spark (bushfire) toolkit



Research Capabilities in Data61

Cyber Physical 
Systems

Analytics & 
Decision Sciences

Software & 
Computational Systems

• Autonomous robotics

• AI enabled computer vision

• 3D mapping

• Distributed sensing

• Security, Privacy, Critical infra.

• (Responsible) AI Engineering

• Computational, Data and 
Analytics Platforms 

• Quantum systems/security

• Machine learning

• Quantitative risk assessment

• Computational linguistics

• Market design



Cybersecurity and Quantum System Group

Capabilities Strategic Partnership

• AU: DSTG group, US Army, AU Army, ASCA, DHA, 
Cybersecurity CRC, Gov agencies, AU universities.

• USA: Purdue, Indiana, Georgia Tech, Uni of Pittsburgh. 
DHS

• UK: Alan Turing, Newcastle, Cardiff. 

• Singapore: SMU, NTU, A*STAR.

• Korea: ETRI, SKKU.

• Industries: NVIDIA, Google, Penten, xAmplify, etc.

• 60+ Scientists and 50+ PhD students.

• 4 Teams at the intersection of AI, Cybersecurity, 
Human-centric and Quantum.

• Ranked in the top 10 worldwide in terms of Scientific 
publications at the top Cybersecurity Conferences.

• 20+ externally funded projects with national and 
international partners.



Applied Research -TRL 
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Applied Research – IRL 
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2000

WEB SERVICES

CLOUD

2007

SOCIAL NETWORKING

2010 2013

INTERNET OF THINGS

2015

ARTIFICIAL INTELLIGENCE

QUANTUM COMPUTING

2025

DIGITAL TWINS

6G 

➢ Cybersecurity & Emerging Technologies
➢ Systems Security 
➢ Distributed Systems 
➢ Security, Privacy & Trust 

METAVERSE



• Established and led by Terry Percival (one of the WiFi inventors)
•  Started in 2001 with A$14M government funding and a total of $44M
• CeNTIE rolled out a prototype national broadband network connecting 18 

nodes from Sydney to Canberra, Melbourne and Perth at 1 Gbit/s or 
higher.

• Number of target applications
• creation of collaborative networks for the film post-production 

industry
• virtual reality surgical training, 
• distance education and 
• tele-health

• A$10M extension funding 

Centre for Networking Technologies for the Information 
Economy (CeNTIE)
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Trust Extension Device
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John Zic
Surya Nepal
Dongxi Liu 
…..



Secure Distributed Storage - TrustStore
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Paul Greenfield
Paul Watters
Shiping Chen
John Zic 
Surya Nepal 
…..



• Established in 2009 

• A five-year research alliance between the CSIRO and Centrelink, 
committing $25 million to drive a significant program of improving 
Australian Government service delivery.

• The focus was on Trust

Human Services Delivery Research Alliance  
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Trust Management in Services
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Trust in Social Networks
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Tweet Ripple 
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NBN Telehealth 
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Secure Data Management
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Australia’s National Science Agency

Data61



Critical Technologies and Critical Infrastructure

Critical Technologies

AI

Quantum 

6G

Digital Twins

Critical Infrastructures

Communication

Energy 

-- and Cyber 

--and Cyber



Future S&T Stack and Partners

Defence 
Partnership

Cybersecurity 
Cooperative 

Research Centre

AU Defence and 
Industry

Home Affairs
6G Security

CIPR Portfolio

Global Industry 
e.g. Boeing

CSIRO Initiative, 
Home Affairs

Fed/State/Industry 
Partnership

Corporation & 
SMEs



Combinatorial Innovation 

AI/ML Cyber/

Quantum

Human

Distributed

Trust
Trustworthy AI/Data 

Ecosystem

Human-Centred 

Cybersecurity

Trustworthy/Federated 

AI/Agents & Quantum-Safe

Quantum ML

Responsible AI

Sovereign Identity & 

TransactionTrustworthy AI Practices 

& Supply Chains 

Trusted Collaborative 

Intelligence

Trustworthy Digital 

Infrastructure



Australia’s National Science Agency

Critical Infrastructure

Communication

Energy



6G Security Research and Development Program

28  |

foundational research into the 
security requirements of 6G and 
future connectivity technologies, 
ensuring they are secure-by-
design and help shape 
international standards in a way 
that aligns with our values and 
expectations around security
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Partner: Department of Home Affairs (A$12.25M) 

Ext



Complex Ecosystem, Intricate Attack Vectors in Energy 
ecosystem
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AI & Cyber 



Source code vulnerability detection
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Source: https://dl.acm.org/doi/pdf/10.1145/3564625.3567985 

Ref: Chandra Thapa, Seung Ick Jang, Muhammad Ejaz Ahmed, Seyit Camtepe, Josef Pieprzyk, Surya Nepal, “Transformer-based language models for software vulnerability detection,” ACSAC, 2022.



Data61 AI & Cybersecurity Research

Applications of AI for 
Cybersecurity

Security and Safety of 
AI Systems

Mitigating AI Risk for 
Secure/Safe Adoption

• NLP for Cyber (Malware, 
Phishing, Ransomware, 
Vulnerabilities)

• Active Cyber Defence

• Deception technologies

• Human-AI teaming

• Synthetic Content (Deepfake 
Misinformation, software)

• Synthetic Actions (Agentic AI)

• Synthetic info & knowledge

• Tasks Automation & Amplified 
Risk at Scale

• Integrity of AI Models

• Red Teaming and adversarial 
testing

• Poisoning and backdooring

• Machine unlearning

Enabling Secure and Safe AI Adoption to Drive National Productivity and 
Competitiveness



Online Library 

https://github.com/cqs-data61



Australia’s National Science Agency

Quantum: 
Opportunities and 
Threats 



Quantum Readiness and Transition

Industry
(Workforce & Applications)

IT Systems
(Security & Privacy)

Software Stack

QML

Quantum Readiness

Quantum Algorithms/Apps

PQC

Hybrid 

Quantum Communication

LLM for Crypto Detection



Quantum AI – AU Army and ASCA (Over A$4M) 

Artificial Intelligence Algorithms are widely used in 
security-sensitive applications involving images and signals:

https://www.usni.org/magazines/proceedings/2021/november/prepare-ai-enabled-future-logistics

However, artificial intelligence vulnerabilities are a big threat. 

J. Metzen et al., ICCV paper, Computer Vision Foundation 

Image Classical AI Prediction

Manipulated Image Classical AI Prediction

Current Classical Solutions rely on better training of Artificial Intelligence – Does NOT guarantee trust!

A transformative new technology is needed!  



Quantum AI

Quantum Machine Learning is a fundamentally new technology working on the principles of quantum mechanics – superposition of 
dataset, entanglement between quantum neurons. It offers many advantages over classical counterparts, but most importantly for 
our purposes, it is highly resilient against adversarial and cyber attacks. 

Quantum Shield for 
Artificial Intelligence

Conventional 
Classical Technology

Conventional 

Classical Tech

Quantum Shield

A
cc

u
ra

cy

Attack Strength

Datasets 
Images or Signals



Our technology is world-leading



• High-assurance transition to quantum-safe VPN
– MIKA:  hybrid of pre-quantum and post-quantum VPN implementation

o  Avoiding introducing new vulnerabilities during transitions

o Extensible to Quantum Key Distribution

– Collaboration with Penten

• Quantum-safe 5G/6G protocols
– Quantum-safe upgrading of OpenAirInterface 5G platform

– A new quantum-safe mechanism to prevent Caller Spoofing, reducing scams in 
Australia

– Partial support from DHA   

Our work: accelerating transition with higher security
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Quantum 
Advantage

Enabling Safe Transition Safe Transition

Real-world
Applications

Accessible
 Quantum Computing

Trustworthy 
Quantum
Software

DIGITAL 
TRUST

Trustworthy ML
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Human-Centric



Cyber gamification
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Table top event based 
cybersecurity game 

(CyberIQ)

Computer based arcade style 
game (Cyber Circuit)

Table top executive focused 
cybersecurity game 

(Corporates Compromised)

Immersive cybersecurity 
escape game (CyberSIM)

For more information: Marthie Grobler (marthie.grobler@data61.csiro.au)

Digital twin simulation

Continuous development 
platform (CRCounter)

mailto:marthie.grobler@data61.csiro.au


Evolution of SOCs

Traditional SOCs rely heavily on 
manual triage and rule-based 

systems.

Modern SOCs integrate 
automation and AI for threat 

detection.

Emerging trend: Human–AI 
collaboration to balance 

automation with human judgment.

Shift from reactive to proactive 
and adaptive security operations.

Shahroz Tariq, Mohan Baruwal Chhetri, Surya Nepal, and Cecile Paris. "Alert fatigue in security operations centres: Research challenges and opportunities." ACM Computing Surveys 57, no. 9 (2025): 1-38.



A²C – A Framework for Adaptive Teaming

Empirical results show improved accuracy and user 
satisfaction.

Supports real-time decision-making in phishing and intrusion 
detection.

It adapts to context, uncertainty, and human input.

Modular design allows dynamic switching based on task complexity.

A²C enables dynamic decision-
making across three modes:

Automation for 
routine tasks

Augmented Deferral 
for uncertain cases

Collaborative 
Exploration for 
complex threats

Shahroz Tariq, Mohan Baruwal Chhetri, Surya Nepal, and Cecile Paris. "A2C: A modular multi-stage collaborative decision framework for human–AI teams." Expert Systems with Applications 282 (2025): 127318.



Explaining Deepfakes: A Human-Centered Approach to AI Forensics

Our Framework (DF-P2E) transforms opaque predictions 
into layered, human-readable explanations.

Visual saliency → Semantic caption → Narrative 
reasoning

Designed for journalists, investigators, and forensic 
analysts

Enables validation, questioning, and understanding, not 
just classification.

Shahroz Tariq et al. "From Prediction to Explanation: Multimodal, Explainable, and Interactive Deepfake Detection Framework for Non-Expert Users." accepted for publication in ACM Multimedia 2025 conference



Thank You
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