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" I would like to begin by
acknowledging the Traditional
Owners of the land on which we’re
meeting today and pay my
respects to their Elders, past and
present.
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| would like to acknowledge and
thank all PhD students and the
research and engineering staff who
contributed to this work. All work
presented here was done at CSIRO,
where | am involved in some
capacity.



%'m' CSIRO’s focus areas
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Agriculture and Food

Energy

Health and Biosecurity

Environment

Manufacturing

Mineral Resources

Data61

Space & Astronomy

Australian Centre for Disease
Preparedness (ACDP)

Marine Facility

National Computing
Infrastructure

Research Collections
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@”ﬁ' CSIRO’s Data61: Australia’s Largest Data & Digital
Innovation R&D Organisation

1000+ 200+

talented people PhD students Gov & 18+ Spin-outs
(including Corporate 130+ Patent
affiliates/students) University collaborators partners groups

Resilient &
Recovery Tech




@ i Research Capabilities in Data61

Cyber Physical

Systems

Analytics &
Decision Sciences

Software &
Computational Systems

* Autonomous robotics
* Al enabled computer vision
* 3D mapping

* Distributed sensing

* Machine learning
* Quantitative risk assessment
* Computational linguistics

* Market design

* Security, Privacy, Critical infra.
* (Responsible) Al Engineering

* Computational, Data and
Analytics Platforms

* Quantum systems/security




@”/l Cybersecurity and Quantum System Group

Capabilities

Strategic Partnership

* 60+ Scientists and 50+ PhD students.

* 4 Teams at the intersection of Al, Cybersecurity,
Human-centric and Quantum.

* Ranked in the top 10 worldwide in terms of Scientific
publications at the top Cybersecurity Conferences.

* 20+ externally funded projects with national and

AU: DSTG group, US Army, AU Army, ASCA, DHA,
Cybersecurity CRC, Gov agencies, AU universities.

USA: Purdue, Indiana, Georgia Tech, Uni of Pittsburgh.
DHS

UK: Alan Turing, Newcastle, Cardiff.
Singapore: SMU, NTU, A*STAR.

international partners.

* Korea: ETRI, SKKU.

[y Australian Gevernment
_ﬂ? ki Defence Sc
""" Department of Defence

HOME ~STRATEGY DISCOVERDST

Further information
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* Industries: NVIDIA, Google, Penten, xAmplify, et
= = T4

Catalyst: Strategic — The Cyber Security
Research Programme

Ajoint programme with Australia, with the aim to develop high quality
research in cyber security and also to support the cyber security
industry.

New Zealand Universities are working with Australian counterparts, coordinated by CSIRO's Data61 Group
on three cyber security projects. The University of Auckland’s Professor Giovanni Russello is coordinating
the 3 New Zealand projects which have been funded to the value of $2 million each and will run to the
beginning of 2023:

Artificial Intelligence for Automating Response to Threats led by Professor Julian Jang-Jaccard of
Massey University.

Aussie research project to build Al enabled cyber traps
and decoys

Post-quantum cryptography led by Professor Steven Galbraith of the University of Auckland.
00O

Artificial intelligence for Human-Centric Security led by Dr Vimal Kumar of the University of Waikato.
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Applied Research -TRL
Research & Scale-Up & Denloriant Market
Development Commercial Launch pioy Transformation

Robust commercial sales,

Field Validation
& Demonstration

Expand manufacturing and

Basic concept proven Product prototyping supply chain, Protect IP, First commercial sales, Product iterations and
in laboratory setting Pilot production Spin-out o'r license . Early codes and standards improvements, Established
P codes and standards

Commercialization Investors

Valley of Death

Government Industry

LEVEL OF INVOLVEMENT

TRL 1-4 TRL 5-6 TRL 7-8

Technology Scaling

Research & Development (R&D)

TECHNOLOGY RISK
TRL = Technology Readiness Level MRL = Market Readiness Level

9 | CSIRO's Data61
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Applied Research — IRL PRI

Identify and Validate Metrics That Matter IRLY |
Validate Value Delivery (Left side of Canvas) u;a
Prototype High-Fidelity Min. Viable Product III 7 |

Validate Revenue Model (Right side of Canvas) III 6
Validate Product/Market Fit IRT 5

Prototype Low-Fidelity Min. Viable Product
Problem / Solution Validation
Market Size/Competitive Analysis

Complete First-Pass Business Model Canvas

10 | CSIRO's Data6l
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» Cybersecurity & Emerging Technologies

» Systems Security 6G

> Distributed Systems

> Security, Privacy & Trust METAVERSE

DIGITAL TWINS

INTERNET OF THINGS

CLOUD |

I WEB SERVICES .

2000 2007 2010 2013 2015 2025

11 | CSIRO's Data61
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Centre for Networking Technologies for the Information
Economy (CeNTIE)

* Established and led by Terry Percival (one of the WiFi inventors)
Started in 2001 with AS14M government funding and a total of S44M

CeNTIE rolled out a prototype national broadband network connecting 18
R.ocil]es from Sydney to Canberra, Melbourne and Perth at 1 Gbit/s or
igher.

Number of target applications

- creation of collaborative networks for the film post-production
industry

« virtual reality surgical training,
» distance education and

* tele-health

A$10M extension funding

12 | CSIRO's Data6l
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Telehealth platform - Coviu

Data61 spin-out Coviu is a telehealth platform that allows all
clinicians to connect to their patients remotely. Practitioners of
all professions can set up their own digital practice in under
five minutes and start delivering end-to-end encrypted services
immediately. Since mid-March 2020 the COVID-19 pandemic
has seen a rapid uptake in Australian healthcare businesses
employing Coviu - with now over 10,000 medical professionals
using the platform to provide comprehensive, safe, and
quarantine-compliant healthcare to their patients. Coviu was
spun out of Data61 in May 2018 with venture funding from the
CSIRO Innovation Fund managed by Main Sequence Ventures.

Woman using the Coviu platform to display a medical image via a computer.
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Trust Extension Device

CSIRO has successfully
licensed its technology
Trust Extension Device (TED) to

Capital Technic Group to Commercialise
TED for Rollout to Global Markets

Car Technic Gr
Capital Technic

Transaction value is approx Aup$ 1.5 million

May 2009

~ s anousicament 1s 3 malter of 1803( 0rfY

John Zic
Surya Nepal
Dongxi Liu

14 | CSIRO's Data61
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Secure Distributed Storage - TrustStore

Encryption & |  Cryplographic
Decryption Libraries

tagrity
Management

Key Management
Service

15 | CSIRO's Data61
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VeroGuard Systems releases cyber security platform
backed by CSIRO

Australian hi-tech company VeroGuard Systems has today released a 100 per cent Australian owned and
developed cyber security platform - signalling the start of a new domestic cyber industry in Australia.

SOLUTIONS
VeroVault

For the first time, experience the highest level of security possible
for data on the internet or stored in the cloud. By utilising our non
repudiable ID verification and also multi-server splitting of
encrypted data packets, our proprietary solution directly
addresses critical security concerns at all three stages of online
communication. VeroGuard not only provides protection for data
at the source, but also for data in transit and for data at rest.

VeroGuard Systems has partnered with Data61 (CSIRO) in order
to take cloud data protection to a level far beyond any existing
standard. By leveraging multi-server splitting of data packets and
the non-repudiable identity of the users, VeroGuard Systems
delivers unprecedented security, privacy and control over data for
integrated online systems. Once authenticated, ultra-secure
storage spread across multiple distinct servers is provided. For
the first time, create an ultra-secure ecosystem of trusted

for sharing, ing and using data.

/

/

/" Physical Location 1
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N g CEID)
o3 Physical Location 2
S
.

Physical Location 3

Paul Greenfield
Paul Watters
Shiping Chen
John Zic

Surya Nepal
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Human Services Delivery Research Alliance

e Established in 2009

* A five-year research alliance between the CSIRO and Centrelink,
committing $25 million to drive a significant program of improving
Australian Government service delivery.

e The focus was on Trust

16 | CSIRO's Data6l
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Trust Management in Services

End-to-End Service Support for Mashups

Athman Bouguettaya, Fellow, IEEE, Surya Nepal, Wanita Sherchan, Xuan Zhou,
Jemma Wu, Member, IEEE, Shiping Chen, Dongxi Liu, Lily Li,
Hongbing Wang, Member, IEEE, and Xumin Liu, Member, |IEEE

Abstract—We propose a service-oriented approach to generate and manage mashups. The proposed approach is realized using the
Mashup Services System (MSS), a novel platform to support users to create, use, and manage mashups with lithe or no programming
efiort. The proposed approach relieves users from programming-intensive, arror-prone, and largely nonreusable output process for
craating and maintaining mashups. We describe the overall design of MSS and discuss and evaluate its main enabling technologies.

Index Terms—Web 2.0, mashup, infrastructure, life-cycle management.
+

17 | CSIRO's Data61

User Interface
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Q Consumption
A J
Mashup L 3 Mashup
Quary & Camposiion Optimzation
.

'
Mashup Trust Management

Servce Service

Google Map Housa Finder Shopping Guide

Fig. 1. Mashup services system architecture.
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\ rd Authors: Wanita Sherchan, Surya Nepal, Cecile Paris Author

ACM Computing Surveys (CSUR), Volume 45, Issue 4 « Article No.: 47, Pages 1
https://doi.org/10.1145/2501654.2501661

Trust in Social Networks

Description

a

The Mext Step online community was an invitation only dosed community for cusiomers who were transitioning from Parenting Payment to Mewstart
Allowance. Mext Step was designed to help this niche group with the transition from welfare payments. into work by providing them with acivities to
busld their skills and confidence, resources to understand the process, and forurns to buld relationships with other parents 1o receive emotional
support during the change.

The Departrment of Human Services partnered with the Commaonwealth Scientific and Industrial Research Organisation (C5IRO) to explore the use
of social media technologies to facilitate better communication bebween the department and its customers.

Mext Step was also seeking to measure social frust in the community to see whether citizens' wews and behaviours fowards government can be
influenced — a first for the Australian Government.

Australian Government cecile-from-csiro (Sign Out)
Department of Hamam Services
centrelink -d

EE O DI . o
Sign In Home Commun My Profile My Buddies Activities Media Forums Toolkit Live Chat About
My Network

Home

subseribe | T¢ subscribe to the weekly digest, please click on the Subscribe button, For more information about our weekly digest, please dick here,

18 | LWOINU 5 vdLldo L
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Tweet Ripple

19 | CSIRO's Data6l

Key Accounts

centrelink

Comparison
Accounts

Centrelink
faaradyT T ' r
Tweats Fotowen Fallowirg
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®sone 4
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.
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e

wovesar 1322

Inavidual Gender Distribution

oA

s 200

Fig 2: TweetRipple Web Application
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NBN Telehealth

Summary
e CSIRO Is lead organisation
e Six clinical partners and three industry partners

e Total project size $5.4m (5$3.02m from DOHA/DBCDE
Pilot Program)

e Six (6) Trial sites in Five (5) states and territories

® Focus on Chronic Disease Management (CDM) in the
Community

e Six different models of care represented

20 | CSIRO's Datab1

Results of the CSIRO multi-site national trial of
telehealth for the management of chronic disease in
the home

Brank 'm, Surya Nepal, Marlien Varnfield, Ross Sparks, Jane Li, Simon

McBri
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Ethics Approvals Received

ETHICS COMMITTEE APPROVAL #, DATE.

Commonwealtl ce & Industrial 13/04, 25 March 2013.
Research Organis

25/2013, 7 August 2013,
Accepted DOHA Ethics Approval
LNR/13/NEPEAN/79, 1 July 2013.
HREC/13/QTHS/56, 7 June 2013.

Ballarat LHD HREC/13/BHSSIOG/29, 27 May
2013.
Canberra Hospital and ACT Health ETHLR.13.122, 29 May 2013.

Tasmania North Health Service Accepted CSIRO Ethics approval
(Launceston Hospital) HREC 13/04

Data Resources

PBS Data from DHS
MBS Data from DHS

Telemedcare Vital signs data and adherence logs

Health RoundTable Hospital Data
Recorded events in Trial portal
HIE and Business Analytics data

— Questionnaires and structured interviews

%1 Secure Data Management

Telehealth Services Provided

i i provided as appropriate to patient’s clinical condition
Vital Signs ded *s clinical cond

- Non Invasive BP (Auscultatory and Oscillometric)
- Pulse Oximetry
- Single lead ECG
- Blood Glucometer
- Spirometry (FEV,, VC, PEF)
- Body Temperature
- Body Weight
* Communications
* Messaging
* Video Conferencing

* Questionnaires

+ Large range of Clinical and Wellness questionnaires to choose from

Telemedcare Clinical Monitoring Unit

Fingerprint
Smart Card s‘:agmrgr Spirometer
Reader Web Camera and Filter

Thermometer

Blood
Oximeter

i

ra

ECG

Blood Electrode
Presure Plates
Cuff
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Integration of mulrtiple data

sources
Entry and Exit Open Clinica Data Base MBS Data
Questionnaires ﬁ £
-
Daily & Weekly TMC Server Data Base E PBS Data
Questionnaires !
-
Telemonitoring TMC Server Data Base ﬁ HIE and Business
Vital Signs Data Process Data
= =

Data

Health RoundTahle Basze
Hmp.rmmmms

Haﬂ-ﬁ ‘ Hamrdadf.‘mmx

¥

~,

£ DATA INTEGRATION ENGINE
) )
ﬁ SECURE CLOUD SERVER
3 i) i i) ) i) i) i i

AUTHORISED RESEARCHERS
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Australia’s National Science Agency




%@y Critical Technologies and Critical Infrastructure

Critical Technologies

Al

Quantum
6G
Digital Twins

Critical Infrastructures

Communication
Energy

-- and Cyber

--and Cyber
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CSIRO Initiative, Global Industry
Home Affairs e.g. Boeing

Critical Infrastructure &
Services
(Energy, Communication)

Digital
Manufacturing

Defence
Partnership

[

AR/VR/XR Digital Twin

Cybersecurity
Cooperative
Research Centre

Quantum

AU Defence and Home Aff?irs
Industry 6G Security

CIPR Portfolio

Fed/State/Industry
Partnership

Corporation &
SMEs




@ Combinatorial Innovation

Distributed Trustworthy/Federated

TI'I.ISt Quantum ML

Trustworthy Al/Data

Ecosystem Trustworthy Digital
Infrastructure
cyberl Sovereign Ildentity &
Trustworthy Al Practices Quantum Transaction

& Supply Chains

Human-Centred
Cybersecurity

Responsible Al <

Trusted Collaborative
Intelligence

Al/Agents & Quantum-Safe
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Australia’s National Science Agency

Communication
Energy
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@ 116G Security Research and Development Progran

foundational research into the
security requirements of 6G and
Security future connectivity technologies,

GQ;' J stugﬁy ensuring they are secure-by-

Influence design and help shape
O”Ssetr?{:%‘grd international standards in a way
that aligns with our values and

expectations around security
Uplifting the
protection of
Australia’s critical
infrastructure
(telecommunications);
enabling assessment
of the trustworthiness
of vendors and
providers in a diverse
market place

Partner: Department of Home Affairs (A$12.25M)
28 | CSIRO's Databl
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Complex Ecosystem, Intricate Attack Vectors in Energy

ecosystem
(e ® @
SUP:'“@ :;;" User
4 @ :

Device ) OEM c >
Supply < ‘4
Chain Integr

‘@" \“‘" N.:merk
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Al & Cyber

Australia’s National Science Agency
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English texts or
Source codes

Training data:
C/C++ source codes

Testing data:
C/C++ source codes

N
1

ul
!

—

Source code vulnerability detection

Decoder Transformer-based models
e aas

OR Decoder
BERT GPT

Pre-training (unsupervised learning)

Transformer-based
g - — [JERE
models
Pre-processing,
feature extractions,
and vectorization Parameters

Fine-tuning (supervised learning)

Transformer-based

] ﬂ[ Classification ] — Classification

Provider Language Model Size #Parameters

Nvidia MegatronBERT Standard 345M
MegatronGPT-2 Standard 345M
Hugging Face BERT Base Model 110M
Base Model 117M
OpenAl GPT-2 Large Model 774M
XL Model 1.5B

EleutherAl GPT-] Standard 6B
Hugging Face DistilBERT Standard 66M
Microsoft CodeBERT Standard 125M
Hugging Face RoBERTa Standard 125M
VulDeePecker BILSTM Standard 1.2M
SySeVR BiGRU Standard 1.6M

models Head Outputs
Code gadgets
Model
Inference
. — Trained model mmmp | Detection
Code gadgets

Source: https://dl.acm.org/doi/pdf/10.1145/3564625.3567985
Ref: Chandra Thapa, Seung Ick Jang, Muhammad Ejaz Ahmed, Seyit Camtepe, Josef Pieprzyk, Surya Nepal, “Transformer-based language models for software vulnerability detection,” ACSAC, 2022.
31 | CSIRO's Databl




@ Datab1 Al & Cybersecurity Research

Security and Safety of
Al Systems

Mitigating Al Risk for
Secure/Safe Adoption

Applications of Al for
Cybersecurity

* Integrity of Al Models

* Red Teaming and adversarial
testing

* Poisoning and backdooring

* Machine unlearning

* Synthetic Content (Deepfake
Misinformation, software)

* Synthetic Actions (Agentic Al)
* Synthetic info & knowledge

* Tasks Automation & Amplified
Risk at Scale

* NLP for Cyber (Malware,
Phishing, Ransomware,
Vulnerabilities)

* Active Cyber Defence
* Deception technologies

* Human-Al teaming

Enabling Secure and Safe Al Adoption to Drive National Productivity and

Competitiveness




&1 Online Library

https://github.com/cqgs-data61

CSIRO Data61 Cybersecurity and Quantum Systems Group

The CQS Group was formed in 2012 with a specific focus on security, privacy and trust.

I DATA

A 5 followers @ Australia ¢ https:/jresearch.csiro.aufcybersecu...

(m Overview ] Repositories 45 [ Projects &) Packages A People

Cybersecurity and Quantum Systems Group, Data61,
CSIRO

Executable Science Initiative

The repos here contain the published papers and research from Cybersecurity and Quantum Systems
Group, Data61, CSIRO.

The "Executable Science"” initiative aims to enhance the accessibility and impact of our research by
releasing implementation code alongside research publications whenever possible. This approach promotes
transparency and reproducibility, making it easier for other scientists to adopt, validate, and build upon our
work. By accelerating innovation and enabling seamless integration of our findings into ongoing scientific
efforts, we aim to drive significant impact in the field.

GitHub Stats (Updaled 12-12-2024 12:15 UTC+OOOO,]
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Quantum Readiness and Transition

Industry IT Systems
3 >

(Workforce & Applications) (Security & Privacy)

— Software Stack — PQC

> QML — Hybrid
—» Quantum Algorithms/Apps —— Quantum Communication

— LLM for Crypto Detection

—> Quantum Readiness




@)% Quantum AI-AU Army and ASCA (Over AS4M)

Artificial Intelligence Algorithms are widely used in
securlty sen5|t|ve applications involving images and signals:

\

However, artificial intelligence vulnerabilities are a big threat.
Image Classical Al Prediction

Manipulated Image Classical Al Prediction

J. Metzen et al., ICCV paper, Computer Vision Foundation

- J

Current Classical Solutions rely on better training of Artificial Intelligence — Does NOT guarantee trust!

A transformative new technology is needed!

https://www.usni.org/magazines/proceedings/2021/november/prepare-ai-enabled-future-logistics
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Quantum Machine Learning is a fundamentally new technology working on the principles of quantum mechanics — superposition of
dataset, entanglement between quantum neurons. It offers many advantages over classical counterparts, but most importantly for
our purposes, it is highly resilient against adversarial and cyber attacks.

Conventional
Classical Technology

Datasets
Images or Signals

02E6F 61636865
BAJD1Cyber Attack’.
1065642 L0 ccoffhe

Quantum Shield

U/ i~
QL& a

Quantum Shield for
Artificial Intelligence

Accuracy ——»

6C6206C69747450g

" OA16C20Data Breacks .' — R0 &— -t~ Conventional
202E6F 61636865 Classical Tech
a2 01 Cyber Attack Jl " e H{ R0 @ T e 1]
- « ANT726h8 l S ]
1 65644 1 | L ) & il
11686520 41'?:(9'“) D z
- 6E2074686% 8% = Attack Strength——
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@ Ifm Our technology is world-leading

nature machine intelligence
nature ) e

machine

il‘lt e“i gen C e Perspective https://doi.org/1o.10382542256-023-00661-1
- Towards quantum enhanced adversarial

robustnessin machinelearning

e m [pe—
THE CONVERSATION

e % PHYSICAL REVIEW RESEARCH

Benchmarking adversarially robust quantum machine learning at
scale

I~ { Maxwell T. West, Sarah M. Erfani, Christopher Leckie, Martin Sevior, Lloyd C. L. Hollenberg, and Muhammad
Usman

¢ J
. 1 q ' )
. » S Ty N =

: _ »
From self-driving cars to military
surveillance: quantum computing can help

secure the future of Al systems "' P

Phys. Rev. Research 5, 023186 — Published 23 June 2023

Al-based weather forecasting
for worldwide stations




@ Our work: accelerating transition with higher securityg

o Av0|d|ng introducing new vulnerabilities during transitions
o Extensible to Quantum Key Distribution

— Collaboration with Penten
* Quantum-safe 5G/6G protocols

— Quantum-safe upgrading of OpenAirinterface 5G platform

— A new quantum-safe mechanism to prevent Caller Spoofing, reducing scams in
Australia

— Partial support from DHA

39 | CSIRO's Data61



% Enabling Safe Transition Safe Transition

g Quantum Code Guard

Cod Repnsimry@

@ Crypto Detection

Post-quantum Inventory EI@

@‘ Crypto Inventory

Cloud
Access

Accessible Real-world

Quantum Computing Applications
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Computer based arcade style
game (Cyber Circuit)

Table top executive focused
cybersecurity game
(Corporates Compromised)

i

Immersive cybersecurity
escape game (CyberSIM)

Table top event based
cybersecurity game

(CyberiQ)

Continuous development
platform (CRCounter)

Digital twin simulation

42 | Human-centric security For more information: Marthie Grobler (marthie.qrobler@data61.csiro.au)



mailto:marthie.grobler@data61.csiro.au

Evolution of SOCs

Traditional SOCs rely heavily on
manual triage and rule-based
systems.

Modern SOCs integrate
automation and Al for threat
detection.

Emerging trend: Human—Al
collaboration to balance
automation with human judgment.

Shift from reactive to proactive
and adaptive security operations.

Aubomation

ALy mentation

Collaboration

Isq Elrllral.li'nn
- F: loggs codbectiom
= Low cowverage

40:d:q

2ml Gemeration
- Comprehensive |og
calleczion

= Eventt Cormefatian

Besource & Availabiliy
Momitaring
« Slow & manual operacions

-

Ird Gemeration
- Compliance
= Imcident response

dih Generation

- Regilamiy Cosnpliance
= Malware Analysis

= Active log monsioring

Sth Generation

- Reverse enginesring

= Exhastive data comelathon

= Systematic planming &
irrvesti gatinn

fith Greneration

- Thieal hinring

- Drchestration & Plavhooks
= Extermal risk sooring

Tih Cremeration

- Larpe lamguage mode|s

= Analyst skills augmentation
= Real-time threat mitigaiion

1975—1995
1996—2000 % % @\
Habwerk |eiraniar,
Firawdl Dedechion Asitrairus
[l
2001—2008 l
- D@ @
Prazket 'l.\.iurthlﬂr
Fittwring Hunui-em-mr
2007—2012
- 5|
Dnln h:: |rl|'mhml
Ewnr

20153—2015

Funure

Cloasd-naties
Duwﬂrnﬂnﬂ'nm

- Seriors: Government,
Telecomenunications &
Milary entities

'R.!ul:l.i'wh'lurl'hrig
- Fixed asomation
« Mew seciors: Large Financial
insisutions & conporations

Proactive Muonitering
= Programmable auiomarion
= Mew seciors: Medbom-size
Emierprises, Banks &
Pharmaceulicsl indusiry

[rata-hriven Momitoring

- Flexible ar iTES]

- Mrw sectors: Induszry 4.0 &
Sman-homes

Big Data m».k
% Dieep learring
- Collabarative Moniloring

o er - Hyperattomation
N L IR
?ﬁ{ % Cﬁ- ;%:"' = Callaborative workfl ws
=3 i = e - New sectors: Heabhcare,
| Cybar e s 1 NLE - Exferded Datach Tindursiry 5.0 B Metayirse
Collazorghion Cahaurs Teals Al Syetems ] EM'!IDHJ

Shahroz Tariq, Mohan Baruwal Chhetri, Surya Nepal, and Cecile Paris. "Alert fatigue in security operations centres: Research challenges and opportunities." ACM Computing Surveys 57, no. 9 (2025): 1-38.
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A%C — A Framework for Adaptive Teaming

MEqUITE Mo
COnnekt

Rejector

Decisian

Dinin il
requine fuman

Single-stage Decision-making Multi-stage Decision-making

Pros Automate [ Pros Automate known _

» Suitable in known known » Suitable in Scenarlos vsing Al » Suitable in all
scenarios to A wrhs known SCEnarios <+ sCenarios, i.e.

Caons using Al to Expert and in .3|_|rnm.1lti|:r|%

* Ineffec_tlve due to when Al is Defers ta Expert when Al is '
dynamic a nature uncertain under Uncertainty w—p uncertain and
of cybersecurity Cons also i cases

* Brittleness when * Ineffective in =+ when expert is
facing _nml cases when uncertain
scenarios Expert is Expert Collaboratively -

* Lacks uncertain? Explores with Al
self-awareness of -
it's limitations UREERER Ik

Automation
(Full Automation)

Automation + Augmentation
{Augmented Deferral)

Automation + Augmentation + Collaboration
{AZC Framework)

A?C enables dynamic decision-

making across three modes:

Automation for
routine tasks

Augmented Deferral
for uncertain cases

Collaborative
Exploration for
complex threats

It adapts to context, uncertainty, and human input.

Modular design allows dynamic switching based on task complexity.

Empirical results show improved accuracy and user
satisfaction.

Supports real-time decision-making in phishing and intrusion

detection.

Shahroz Tariq, Mohan Baruwal Chhetri, Surya Nepal, and Cecile Paris. "A2C: A modular multi-stage collaborative decision framework for human—Al teams." Expert Systems with Applications 282 (2025): 127318.
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Our Framework (DF-P2E) transforms opaque predictions : Mi,

|Comndence

into layered, human-readable explanations. G

Class
|RealiFake|

» | Prediction

Visual saliency - Semantic caption - Narrative ,_ P oy
reasoning

Designed for journalists, investigators, and forensic - p
analysts = - [pmaen | -

Enables validation, questioning, and understanding, not
just classification.

Shahroz Tariq et al. "From Prediction to Explanation: Multimodal, Explainable, and Interactive Deepfake Detection Framework for Non-Expert Users." accepted for publication in ACM Multimedia 2025 conference
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